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CASE 1

Tom was a member of the Chamber of Deputies in his home country. He was able to support his family on his modest government salary until he began to develop a severe gambling habit. Increasingly in debt, and increasingly desperate for money, he formulated a plan to make him rich enough to carry on gambling indefinitely. As a project planner within the Ministry of Finance, he had the power to propose and approve schemes in a specific sector of the annual public works budget. It occurred to Tom that offering to approve schemes in return for a small monetary gift was an ideal solution to his money problems. Unsurprisingly, a number of businessmen were willing to pay him well for the guarantee of government business, and Tom became rich very quickly through his corrupt activities.

Tom’s friend Gina, who owned an exchange and tourism-company, was willing to help him launder the bribes that he was receiving. She used her employees as ‘straw men’ to create a number of different bank accounts through which funds could be laundered - more than US$ 4,000,000 was laundered in total through such accounts. However, the cash payments and subsequent transfer offshore risked attracting attention, and so Tom developed a more sophisticated laundering method - a fruit-delivery company. This company, which was owned by Gina’s husband, laundered US$ 2,700,000 in three months, disguising the transactions by creating false invoices which were settled by the businessmen on Tom’s instructions. In this way, there was no direct link between Tom and the corrupt payments, and the businessmen had invoices to justify the payments should any questions be asked. The fruit company could then transfer the funds offshore as ‘settlement’ for fruit importations, attracting few suspicions. 
However the earlier transactions had not remained unnoticed by the financial institutions involved. In view of the unusually large amounts of cash deposits and the rapid offshore transfers - especially in view of the declared low-income employment of the account holders - the institutions decided to disclose to the national FIU on a variety of accounts.

Following analysis by the FIU, the police had obtained a clear understanding of Tom and his corrupt activities, and have instigated a full investigation. Inquiries showed that Tom had used assessors of the House of Representatives to assist in the approval of his schemes. One assessor, who did not have any involvement with the criminal operation, had had his signature counterfeited to obtain the necessary authorization. Another assessor had helped Tom by visiting the exchange and tourism company and receiving cheques in his name. After receiving the cheques, the assessor deposited the money into one of Tom’s accounts.

At the time of writing, the police were trying to link the corruption inquiry into another case currently before the Supreme Court. The total amount of money Tom laundered was estimated to be in the region of US$ 1,000,000,000. It is worth noting that the disclosures by the institutions took place because of the simple initial laundering scheme, whereas the later scheme involving an established company appeared to have had little risk of disclosure.

CASE 2

Geoffrey visited several branches of his bank in Europe to deposit significant amounts of cash into his company account. The amounts ranged from US$ 15 - 40,000. He visited all the branches in a single day, and the branches were all within a short distance of each other. Since this financial institution had automated account-monitoring procedures, the different deposits raised an initial alert for further examination by a human operator.

Geoffrey was a citizen of an African country and according to the customer records at the bank ran a business importing second hand electrical goods from Africa. Fund transfers were made in an irregular basis to accounts in Africa - presumably payments for goods. The credit deposits were apparently proceeds from the sale of the goods in Europe, although the financial institution was concerned at the pattern of deposits. If these credits were legitimate, than why wouldn’t Geoffrey deposit the whole amount at his own branch? The bank decided to report the credit deposits to the national FIU.

To allow some time for an investigation to be developed, the FIU granted the bank the authority to continue to operate Geoffrey’s account normally. After analyzing the transaction reports and bank records, the FIU decided to seek further documentary evidence concerning the shipment of goods from Africa. The FIU directed the bank to ask Geoffrey’s accountant to produce them. A short time later, a number of airway bills and invoices which purported to support the alleged shipments were brought produced for the financial institution and passed on to the FIU.

The FIU served production orders on the account in order to obtain formal records of all transactions through the account over the previous few years. The FIU also contacted the Customs service and requested attention to be focused on future shipment of the electrical goods linked to Geoffrey’s company as they entered Europe from Africa. Customs identified a shipment that was found to contain a large quantity of Cannabis with a street value of over US$ 300,000.

The African principal organizer - who was not Geoffrey - was identified and subsequently convicted to six years imprisonment for the substantive drug trafficking offence. Further financial and other investigations also identified that the African principal had been involved in eight similar drug importations. He was sentenced to a further ten years imprisonment for these importations to run concurrently. The court further upheld that he had benefited from drug trafficking in excess of US$ 1,500,000 and made a confiscation order for this amount. Geoffrey fled the country, and a warrant was issued for his arrest for money laundering and other offences.

CASE 3

Three friends, Brian, Josef and Richard, purchased the Western European non-resident company ‘Red Ltd’ through an intermediary. They registered the business purpose of Red Ltd to be the importation of carpets from another Western European country. To facilitate trading, they requested that the intermediary - which happened to be a firm of lawyers - set up a bank account for them in Red Ltd’s name. This was done without question, and in accordance with further instructions only key staff at the legal firm were named as signatories. That was exactly what the associates had been seeking to achieve, because they did not want to be formally linked to the company.

Within days of the account being opened, Brian rang the bank to negotiate setting up a letter of credit. He claimed to need the facility for the purchase of twenty rolls of carpet that would ultimately be supplied to a large catalogue firm. Brian intimated that this was just a trial purchase to see how business went and, if successful, the next deal would probably be ten times larger. However, Brian seemed to actually know nothing about letters of credit, and the bank had to explain the procedure step by step. The bank officials thought that Brian’s lack of knowledge was odd, since he was a businessman who had claimed to operate in this market for several years; the officials recorded their concerns in a file note.

Brian told the bank that the letter of credit was to be for US$ 40,000. He asked the bank to contact him once that sum had been transferred to the exporting country, where Josef and Richard were organizing the goods. Brian said that Josef and Richard would issue a certificate to the bank when they had inspected the merchandise prior to shipping. The bank would also receive a shipping document. Then the bank would have to release payment within three weeks of the date of shipment as shown on the shipping document. The beneficiary’s account - in the name of Black Ltd - was at a bank in the exporting country. The letter of credit was put in place one week later on receipt of deposit funds from a foreign Bureau de Change. Ten days later, the certificate and shipment documents arrived.

It concerned the bank somewhat that Red Ltd’s address as stated on the shipment document, was in fact the address of an Industrial Unit in another country. Furthermore, the value of the carpets was shown as only US$ 5,500 and not the US$ 40,000 promised. Despite these small discrepancies, ten days later the bank authorized the transfer of the money. Shortly afterwards, Brian contacted the bank to confirm that all went well, and that he was in the early stages of organizing a further importation of carpets. This time the letter of credit would be for around US$ 625,000. The bank noted the possibility on file and awaited further instructions.

Ten months later, when Customs officials paid a routine visit to the institution, the bank presented the matter formally to Customs as a disclosure, reflecting their continuing suspicions about Red Ltd. The bank’s information was very useful indeed - Brian, Josef and Richard had all been arrested eight months earlier on board a small yacht attempting to smuggle one hundred kilos of cannabis resin into the country. Paperwork found during house searches indicated that they were doing a small run to finance a larger heroin importation. It was likely that they had already imported a small amount of heroin concealed in carpets as part of the Red Ltd trading, and if not for their arrest Red Ltd would have been used for both importation and laundering purposes.

CASE 4

Harry was an owner of a local car service station in a small village in Europe and appeared extremely cash rich as result of his business. However, some years before he had embezzled a sizeable amount of money from another company for which he had used to work, and had been able to live off these stolen funds for many years. As time passed, he had managed to spend a sizeable amount but had begun to consider which locations - other than his home - he could use to hide the money, as it was still in cash and vulnerable to theft or detection. He decided that a better method was to hide the money in the banking system itself, using his company as a cover, by claiming that the cash was part of his regular income. To avoid difficult face to face questions from the local bank employees, he deposited approximately US$ 14,000 - the majority in old bills - into the bank’s night safe, claiming this amount to be the daily sales from his garage. However, Harry did not take into account the inquisitiveness of the bank personnel. As they emptied the night safe the following day, Harry’s deposit immediately raised suspicions. How could a car service station get so many old currency bills, and how could any business in such a small location attract so much income in one day? The bank disclosed the deposit transaction to the national FIU.

After analyzing the disclosure, the FIU decided to disseminate a report to the police. Based on the given information, the police conducted a house search at Harry’s place. The search quickly discovered a great deal more money - in his own safe he held more than US$ 50,000 and, according to notes the police found, he had also deposited a large amount of money in his mother’s safe deposit box at another financial institution. The police obtained legal permission to search the safety deposit box, and found another US$ 625,000.

Harry realized that the financial evidence was damning. He told the police about another US$ 95,000 that he had hidden at his mother’s home, and about the fraud, embezzlement and tax evasion he had been concealing for some time. Thanks to the disclosure of an alert bank, Harry was sentenced to two and a half years imprisonment and nearly US$ 700,000 was confiscated.

CASE 5

Peter and Fredrick, two life-long friends, started a business supplying ‘RAM’ (random access memory) for computers. From a standing start they achieved a turnover of some US$ 5,500,000 in little more than a year - the RAM selling operation was going well. They had already established three subsidiary companies in Europe, and just started to co-operate with four companies in Asia which manufactured the chips.

However, in order to maximize their income, Peter and Fredrick decided to evade paying company tax. They arranged a scheme with an Asian company, which supplied them with the RAM. The Asian Company drew up two invoices: one genuine invoice, which was sent to Peter and Fredrick, and one false invoice containing only 1/10 of the value of the RAM, for supplying to Customs. Because of this scheme a total sum of US$ 1,000,000 in customs duty and VAT was avoided. This criminal avoidance of tax also helped Peter and Fredrick to undercut their legitimate competitors, as they did not have the same costs to factor into their prices. The additional profits generated by the tax evasion were removed from the company account in cash and immediately transferred into several personal accounts, in order that the end of year profits of the company were reduced.

While Peter and Fredrick were saving a great deal of money by tax evasion, their bank started to get suspicious. The daily statements of one of the company’s accounts suddenly showed atypical actions, including the cash withdrawals from the company accounts. The financial institution decided to make a disclosure to the national FIU.

After investigating the transactions and examining the money flows of the companies concerned, the FIU suspected that Peter and Fredrick were attempting to avoid paying the correct rate of tax. The FIU passed the information on to Customs, which compared the sums on the invoices that they had been provided with to the sums that had actually been transferred to the Asian company. The significant difference between the two levels of business clearly indicated tax avoidance of some sort.

Following a detailed investigation, Peter and Fredrick had in excess of US$ 100,000 confiscated and the courts imposed a further financial penalty of approximately US$ 700,000. A custodial sentence of some three and a half years was also imposed on the two businessmen, underlining the seriousness of the tax evasion attempt.

CASE 6

Ian and Steve were owners of two successful offshore companies, although they lived in an Eastern European country. Both companies received large amounts of capital injections in the form of cash transfers from companies located in a neighboring country. At least US$ 3,500,000 was credited into their business accounts over a relatively short time-scale. The national FIU of the Eastern European country had received several reports on these large cash transactions and decided to initiate an investigation into both offshore companies. The FIU discovered that the payments into the companies’ accounts were based for the most part on false contracts and invoices. The invoices claimed that marketing research was provided, as well as research concerning other retail opportunities within Europe. However, according to independent intelligence from another law enforcement agency, none of these services had actually been provided to the ‘investing’ companies.

Questions therefore arose as to the actual reason for the movement of US$ 3,500,000 offshore. Further inquiries by the national FIU determined that Ian and Steve were, in fact, the owners of a savings bank in the neighboring country. This bank had a great deal of business granting loans to East-European companies, including the ones that were transferring funds offshore. It transpired that informally representatives of the bank and companies agreed on higher interest rates than stated in the official loan contracts. The difference between the rates was transferred to the offshore companies’ accounts. This undocumented money could then be shared amongst the beneficiaries of the scheme, untaxed and unobserved.

After determining the true origin of the monies, the FIU investigated its destination to attempt to understand the whole structure of criminal money flows. Some US$ 300,000 was transferred to financial institutions in three other European countries, but a much bigger proportion - approximately US$ 2,700,000 - was withdrawn in cash and smuggled back to the neighboring country. Checks with records in both Eastern European countries showed no declarations of cash movements linked to any of the individuals involved.

Steve withdrew the rest of the money and deposited it into a newly opened personal account, and then added a further US$ 90,000. At the same time, Ian’s company applied for a short - term loan of approximately US$ 600,000 at the same bank. The loan application was made using the cover story of enlargement of a coffee business. The balance of Steve’s account - approximately US$ 700,000 - served as a guarantee. The bank granted the request and provided the loan. Only four days later, Ian paid off the loan by using Steve’s money.

The settling of debt using criminal funds is a frequently observed layering technique, for if financial investigators had begun an investigation by examining the ‘coffee business’, the initial documentation would have suggested that the funds came from a respectable bank. However, as the FIU was approaching the laundering from the other end and had prior knowledge of the offshore fund transfers, the investigation quickly confirmed that Ian’s company had never performed any coffee-related business. The offences of tax evasion, illegal fund movement, and creation of false documentation led to substantial prison terms for Ian and Steve, and US$ 1 40,000 has already been seized from these individuals alone.

CASE 7

The Smith family, citizens of an Eastern-European country, owned the local bank for several years. Since they established the bank, Jessica and Kirk Smith were the biggest shareholders. Their son Stan was the president of the board of directors, and their daughter Lisa was another director.

Although their bank was not a large-scale operation and had a low level of capital (and therefore did not have a high credit rating on the national or international markets), business was going well. Huge credit agreements were signed, while the amounts involved increased well above the recorded capital of the bank. Staff of the national FIU read in the newspaper allegations that some of the bank’s customers were connected to drug trafficking. That was reason enough for the FIU to initiate an investigation into the bank’s shareholders and directors.

During the ongoing investigation, it became clear that the Smith family laundered the proceeds of crime for several criminal operations. By preparing false documents such as letters of credit and prime bank guarantee letters, they provided their clients a way to conceal the revenues of drugs trafficking and other crimes. In return, the Smith family received significant levels of commission for their services.

To give the received commission a plausible origin, the family used the loan back method. By showing that the money originated from credit agreements, supposedly given by foreign financial institutions, the commission seems as licit credits obtained from abroad. The FIU also detected that members of the family have no tax liabilities, but do have large amounts of money in the Smith’s bank. The money in these accounts was also concealed by the loan back method.

CASE 8

A local businessman ran two local massage parlors, with the proceeds being placed into a joint company account at a local bank. The bank manager noticed that the parlors appeared to be receiving a great deal of funds. The vast majority of payments was about US$ 100, and close to US$ 300,000 had been received between the two parlors in less than twelve months. In light of the high level of business, the bank manager decided to look back over the account history and found two separate fund transfers for US$ 16,000 from the company account to an account at a bank in Eastern Europe. It seemed unlikely to him that a normal massage parlor would need to pay for a service in a foreign country. He reported his suspicions to the senior management who decided to make a disclosure to the national FIU.

The FIU received the disclosure and made checks against intelligence databases, which revealed no record on any of the individuals or companies involved. However, the FIU staff was aware that a specialist branch of the police was dealing with the importation of females from Eastern Europe for the purpose of enforced prostitution, and massage parlors had been used before as a cover story for such exploitation. The FIU therefore decided to initiate a joint operation with the specialist police unit.

Surveillance of the premises, including some undercover operations, clearly indicated that brothels were being run from both premises. The police obtained search warrants and raided the premises. The brothels contained four working girls, which all proved to be illegal immigrants. During a related raid at the brothel manager’s house, the police found the passports of the four girls. It seemed that the brothel manager had seized them to keep them from running away. The police also found US$ 20,000 in cash. It turned out that the girls had paid US$ 5,000 each to be smuggled into the country from Eastern Europe. They had been promised employment as waitresses in restaurants, but were forced into prostitution upon arrival. They couldn’t turn to outside help because of fear of deportation.

The brothel manager was charged with the offence of knowingly living off immoral earnings. An assessment of his earnings resulted in confiscation orders of over US$ 500,000. The four illegal immigrants were deported to their home country.

Importation and enslavement of illegal immigrants is in increasingly common practice within the European sex industry, with exploitation for the financial benefit of the brothel owners being the only consideration. Due to the attentiveness of the bank manager – noticing an unusual pattern of payments, analyzing the account’s history and disclosing his findings to the FIU - the importation and enslavement of four girls was effectively tackled.

CASE 9

Carlos and Hector, two brothers who lived near the border in an American country, approached a local bank with a view to open a standard business account. The brothers said that they owned a currency exchange house in the neighboring country but wanted to develop their financial base in their home country. After the account was opened, the bank saw a significant amount of cash, originating from deposits at other branches of the bank in different cities, being credited into the company account. The money did not stay in the account for long, with the brothers almost immediately requesting bank cheques to be made payable to a bank in the neighboring country. On one occasion they requested cheques made payable to two individuals, but these individuals also deposited the cheques in an account at the foreign bank. The bank decided to report the transactions to the national FIU. Coincidentally, the FIU had also received a number of other disclosures from other banks, which referred to the brothers undertaking similar activity and using the same cover story of an exchange company as the source of the funds.

The disclosures showed that the brothers were activists in a complex financial-web. They received a lot of money from different individuals, who were themselves acting as laundering intermediaries. Rick, for instance, received a huge sum of money into his domestic account via an international transfer. He ordered his bank to pay the money to Carlos and Hector by issuing a bank cheque. A second money route involved Eugene and Jan - Eugene received a lot of cash deposits into his account. Then he ordered the bank to make bank cheques payable to Jan. Jan in his turn deposited these cheques into the brothers’ account.

The brothers also seemed to have a business interest in a restaurant. The restaurant apparently received US$ 4,000,000 in income and used this money to order bank cheques payable to two other individuals. These individuals deposited the cheques in the brothers’ account. Because the reporting bank had its suspicions about the amount of money being generated from a simple food business, their security personnel visited the restaurant.

It was located in a lower income area and in a terrible condition and it was impossible to justify the funds that were being deposited into the restaurant’s account.

But Carlos and Hector did not only receive funds. They channeled the money out of their account via cheques and a money order remittance to different individuals and companies in the neighboring country. In a single month they sent US$ 500,000.

One bank had filed a report because the brothers tried to open an account with false identity documentation. Another bank reported that Carlos and Hector were connected to Jaime, via Lucas. The relationship is identified through a company account at the bank. The FIU knew that Jaime was already suspected of money laundering activities derived from narcotics trafficking.

All the information was communicated to the competent police authorities. 

At time of writing the police were trying to establish the link between the funds involved and the narcotics trafficking.

CASE 10

A business associate introduced Joe to two Western European businessmen who were in country on a business trip. The business associate explained that Joe was looking to obtain financing for what he described as an interesting property scheme. The scheme involved the purchase of under-valued properties and the refurbishment and subsequent mortgaging of them at full market value (to free up the investment capital). These properties would then be leased, mainly to local housing associations on leases of ten years or more.

Joe recounted that he had more than twenty years financial experience at a senior level with more than five years in-depth experience of property markets. Basically, he indicated that he had all the necessary contacts in the property trade and the various housing associations, particularly in one special part of the country - and such contacts guaranteed the success of the scheme. He was seeking in the region of US$ 1,500,000 for the initial funding of the property purchases and refurbishment prior to mortgaging. The scheme sounded feasible and the businessmen agreed to help Joe raise the necessary finance in return for a percentage of the eventual profits.

They returned to their home country and spoke to various individuals who might have been interested, but did not succeed in raising the money. Another meeting was arranged with Joe and the three of them decided that they should seek financial backing from a financial institution. They also decided that as they would, hopefully, be in a position to make significant profits when the scheme were successful, then the business would be better off registered in another country with a lower tax environment.

Some months later the businessmen went to meet a corporate service provider in a tax haven. They presented their plans to a senior banker and asked if the bank would be interested lending funds to support the project. The bank was interested but required a capital commitment from them of some 10 to 15 percent. This required them to deposit US$ 150,000 - US$ 225,000. The businessmen reported the outcome of the meeting to Joe who seemed agreeable to the proposal, and promised to build up the required deposit.

Thereafter, they had little contact with Joe, although they were aware that from that stage of the plan Joe changed tack from developing property of low value to mid-range properties. Joe bought and sold these properties, making a profit on each deal. The businessmen understood that the purpose of these deals was to build up enough of a capital fund to meet the equity capital requirements of the bank.

Some months later Joe called to say he has accumulated about US$ 250,000. The businessmen immediately acted on the good news to approach a corporate service provider in order to create a company. The three men chose a company, ABC Ltd, from a list provided to them by the corporate service provider. Joe agreed to be a shareholder for fifty per cent, and the two businessmen each received 25 percent. With the deposit in place and a suitable company structure arranged, the offshore financial institution was able to advance monies to ABC Ltd or the scheme. Joe went ahead with arranging the property purchases that were to be funded by the bank lending to ABC Ltd, and dealt directly with the corporate service provider.

A few weeks later the bank agreed to the terms, and confirmed the details in writing to the corporate service provider. Then Joe’s solicitor’s bank received US$ 1,315,000 assigned for crediting into the solicitor’s client account. Prior to this the solicitor had faxed the bank with details of Joe’s account for the bank to pay the monies into. An officer of the bank undertaking his normal due diligence checks phoned Joe’s solicitor to confirm that the reassignment of the funds was acceptable. The bank officer discovered that the solicitor knew nothing about the transaction that was going to take place. The solicitor had had a telephone call from Joe about this money, but had told him he would not accept this cash into his account without more details. It became clear to the bank official that the solicitor had not sent the fax to the bank. When provided with a copy of the fax, the solicitor did not recognize either the request or the signature upon it as being his. Joe had obviously sent the fax and if the monies had been paid into the client account Joe would probably not have had much difficulty withdrawing or moving the funds. The solicitor immediately contacted the police and made a full statement of the events surrounding the fund movement.

The businessmen received a disturbing phone call from their corporate service provider to the effect that there was a problem with the bank funds. They tried to contact Joe on various numbers, but were unable to locate him. Full statements were obtained from the two businessmen and it became obvious that Joe was at the very least guilty of attempting to obtain US$ 1,315,000 by deception and several other offences of forgery.

To the credit of the solicitor, he refused to accept the money being paid into his account without full details. To the credit of the bank they contacted the solicitor prior to transferring the monies to double-check the circumstances surrounding the transaction. Standard anti-fraud and anti-laundering procedures worked in this case and Joe failed to obtain any financial benefit. He in fact remains in danger prosecution for his crimes should he resurface.

CASE 11

Late in 1998, Tom, a citizen of an Eastern-European country, saw an opportunity to make a profit on a property investment. Mariah, one of the directors of Lotos Ltd, told him that her company was selling one of its buildings at a low price. The price - a mere US$ 275,000 - looked like an opportunity Tom couldn’t resist, and so he followed up Mariah’s offer and told her that he wanted to purchase the property as soon as possible.

Several days later, Tom went to his notary to sign the deed of purchase. Mariah had already informed Tom that a co-directors name, Pete, would be on the contract as the seller of the building. Because of Pete’s senior position at Lotos and the reputation of the company itself, Tom didn’t suspect anything and signed the deed as required.

What Tom didn’t know was that the day before the sale Mariah had already sold the building, this time to her boyfriend and co-director of Lotos - Pete. That sale was for US$ 42,500, which meant that on the resale to Tom the following day, over US$ 220,000 went directly to Pete and Mariah’s personal accounts. Although Tom didn’t suspect that anything was amiss, his notary noticed that the land records showed the recent sale. In his experience a company would never have sold such a building for the unrealistically low price of US$ 42,500, and to have that followed by a second sale the following day was unusual in the extreme. He decided to disclose to the national FIU.

The FIU decided to initiate an investigation. Mariah was summoned for questioning and asked to explain the circumstances surrounding both transactions. She stated that the shareholders of Lotos had instructed her to sell the building for US$ 42,500, and thus no crime had been committed. However, after questioning the shareholders, it became clear that they knew nothing about the first sale.

If it weren’t for the notary’s disclosure and the FIU’s investigation, the shareholders would probably never have known that Mariah had swindled the company out of some US$ 220,000.

Apart from that, the state had not received the appropriate taxes, which the company would have paid as income from the full sale price. At time of writing, a criminal case had been opened and both suspects face prosecution and asset confiscation.

CASE 12

A businessman called Dirk applied for a credit facility in the amount of US$ 100,000,000 at a reputable financial institution, producing certificates of deposit with a total value of US$ 425,000,000 as a guarantee. The certificates were owned by a foreign foundation, of which Dirk was a board member. Dirk indicated that if the bank were to grant the credit facility, part of the loan - amounting to some US$ 17,000,000 - was to be transferred to a separate private account in the name of his girlfriend.

Although a credit facility of such size is profitable and desirable business for any financial institution, the account manager nevertheless had some concerns relating to the tranche. Due to his experience with banking matters and normal client behavior, the bank manager was concerned that the request for both the tranche and the transfer to a private account did not appear to be wholly bona fide. Rather than performing the transaction, the bank reported the matter to the national FIU.

The national FIU identified a number of previous law enforcement records relating to Dirk. He was registered in both national and international police databases for various fraudulent activities. The FIU forwarded the disclosure and supporting information immediately to the police. A team was put together to initiate a preliminary investigation. The investigation found that Dirk had recently been involved in a bankruptcy fraud case with proceeds totaling several million US dollars, in a second case involving sizeable false credit applications which utilized document forgery, and in a third fraud involving foreign government bonds with a total value of approximately US$ 210,000.

The investigating team were by now highly suspicious that the certificates of deposit used to obtain the tranche were forgeries. Inquiries in the country where the certificates had been issued revealed that the issuing bank had been liquidated some years ago - in effect the certificates were worthless. Through law enforcement investigations in this second country, further certificates of deposit with a total value of US$ 30,000,000 were seized from an individual who had previously been involved in the management of the defunct financial institution. In addition counterfeit government bonds with names of other banks on them were also discovered. The total value was well over US$ 850,000,000.

It became clear to the investigating unit that an entire organization was creating a range of fake bonds and certificates, supplying them to a number of fraudsters such as Dirk for use in large-scale international frauds against financial institutions. If a swindler was successful in obtaining credit using the false documentation, the bank guarantee obtained was used in turn for credit applications with other banks so as to create a network of interdependent guarantees between legitimate financial institutions, thereby increasing the total amount defrauded. The objective after a number of deceptions was for the fraudster to transfer significant amounts of funds into private accounts and disappear, leaving the legitimate organizations to sort out the complex interweave of debts.

CASE 13

A national FIU in a Western-European country received several interesting transaction reports from a financial institution. In a short period of time, over US$ 127,000 originating from a range of different personal accounts in America was credited to the bank account of a client named Jessica. The account had previously been largely dormant with only a small turnover of funds. Following the large influx into the account, other unusual credits and debits were also noted. Jessica transferred the aggregate sum to another account, which her husband Johan was authorized to use. Johan withdrew half of the sum in cash and transferred the remaining part to a bank account in the name of Mr. Lennert.

The FIU analyzed all the accounts disclosed upon, and quickly identified a number of other disclosures relating to Mr. Lennert. It seemed that some time before the latest disclosures, Johan had already credited Lennert’s bank account with a sum of US$ 32,000 in cash, which bank documentation recorded had been explained as a ‘private loan’. Lennert deposited an additional US$ 6,000, after which he transferred the aggregate amount - over US$ 100,000 - to a solicitor, apparently for use in the purchase of a property known as ‘The Cafe’. The use of the legal firm was designed to add legitimacy to the transaction.

Checks against police databases also identified Jessica and Johan as well known to law enforcement for suspected involvement in drugs trafficking. The FIU consulted the register of Commerce and found that Lennert became the owner of The Cafe, one day after the transfer to the solicitors client account. The Cafe also turned out to be the focus of police interest as a likely location for the sale of illegal drugs. The FIU forwarded all financial and other information to the police investigation team undertaking the inquiry into Jessica and Johan.

Evidence was gathered which confirmed Jessica and Johan’s involvement in cocaine dealing. The suspicious transactions were used as a starting point for a more detailed financial investigation to map out the money flows involved in the business. It appeared that the couple was involved in the importation of drugs from America. Some selling of drugs had also taken place in America its e l f, which resulted in the transfers from America into the European accounts. Furthermore, thanks to the FIU report, the police team established a clear relation between The Cafe and Jessica and Johan, since they had invested a total of over US$ 90,000 into Lennert’s accounts shortly before he purchased the business.

The suspects were arrested on a number of charges, and Jessica was sentenced to six years imprisonment as the main organizer. Her husband was sentenced to four years. Due to the financial information gathered by the investigation team, the prosecution was able to successfully demand a total of over US$ 140,000 to be confiscated.

CASE 14

Advertisements from a company called Gold Ltd appeared in the national newspapers in a European country, promoting investments with a ‘guaranteed’ tax-free return of 13.5 percent per annum with the possibility of up to an additional 9.1 percent depending on the profitability of the underlying business. Investors could participate by contributing at least US$ 14,900. Gold Ltd was identified in the advert as involved in the buying and selling of uncut diamonds. Based on the figures provided, at the end of three years the minimum investment would have sharply increased in value. As a security for the investment, a deed of ownership worth US$ 12,800 was to be created for each investor against a specific diamond, with the diamonds having been certified by institutions such as a the Diamond High Council of Europe. These diamonds were to be stored in the safe of the Diamond Management Foundation. Leo, Gold Ltd’s Managing Director, suggested to investors that in fact each ‘guarantee’ diamond would be worth US$ 14,900 in a very short space of time - thereby equaling the minimum investment and offering a safe guarantee for the investor.

Leo maintained a number of accounts at different banks. The accounts were either in his own name or the in name of Gold Ltd. Interestingly, one of his accounts at one of the banks - Bank B - became active again for the first time in several years. Large wire transfers were made to the account in rapid succession for a total amount of US$ 320,000. The funds all came from Leo’s commercial account at another bank - Bank A - emptying that account, which was closed shortly afterwards. Following the fund transfers, Leo withdrew large amounts of cash - in total around US$ 171,000 was taken out across the counter. The fact that the account had suddenly become active and that Leo was withdrawing the funds in cash lead Bank B to report the transactions to the national FIU.

In the meantime, articles critical about Gold Ltd appeared in the national newspapers. Gold Ltd had promised incredible returns for investors, promises which observers increasingly believed that it would be unable to keep. Several people made inquiries about Gold Ltd at Bank A to which they had sent investment funds. Apparently, when speaking to potential investors, Leo had been mentioning his high-level contacts at the institution. By being referred to by Leo as the ‘Gold Ltd company bank’, the bank had unwittingly become involved in the developing problems. Not only were investors more likely to trust the scheme if they believed that it was associated with an established financial institution, but fund movements from the bank to other financial institutions were less likely to raise suspicion. The bank had by now accumulated a number of doubts about Gold Ltd activities: the advertisements which Gold Ltd used to attract investors, the negative stories about Gold Ltd in the press, and the unauthorized use of the bank’s name to encourage people to invest. Bank A decided to terminate the relationship with Gold Ltd in addition to reporting the company to the FIU.

However, Leo still had a number of private accounts at other banks to fall back on. In little more than two months, US$ 1,700,000 was transferred to one of these private accounts at Bank C from the Diamond Management Foundation. Leo withdrew most of this in cash. Leo then gave instructions to terminate this account and to transfer the remaining balance, some US$ 596,000, to yet another private account at Bank D. Not long after the US$ 596,000 had been transferred to this account, Leo showed up at Bank D and withdrew the balance of the account in cash, terminating the account. Both Bank C and Bank D, aware of the activities of Leo and Gold Ltd as reported in the media, separately reported the transactions to the national FIU. The FIU began an investigation into the numerous transactions. During the investigation, it became clear that Leo was registered as of significant interest in a criminal intelligence database and had been implicated in the past in a number of frauds. It turned out that the Diamond High Council had not certified the diamonds on which the deeds of ownership had been ‘created’, and had even publicly distanced itself from Gold Ltd. The diamonds involved were certainly not worth US$ 12,800 as promised, but only about US$ 2,300. Furthermore, whatever increases in value the business had achieved would not have been tax free - no special tax breaks applied to this business sector. It also quickly became clear what the source of the amounts transferred from the Diamond Management Foundation to Gold Ltd was. The Diamond Management Foundation account was credited numerous times with amounts ranging from US$ 4,200 to US$ 42,600, all originating from investors. As soon as the credit balance in the Diamond Management Foundation’s account reached a prearranged trigger point, the funds were automatically transferred to a Gold Ltd account. The FIU forwarded the financial analysis to the police for further action.

Newspaper articles continued to document the activity of Gold Ltd, becoming more critical over time and claiming that the company was unable to meet payment obligations. Around ninety investors demand their money back, but unsurprisingly no funds were forthcoming. Meanwhile, the police had already started an investigation. The financial analysis from the FIU added significant value to the police investigation, and allowed the charting of the flow of money between the various companies and banks involved, including the Diamond Management Foundation. A local district court also ruled in favor of the ninety investors in a preliminary relief hearing, which resulted in Gold Ltd being declared a bankrupt company.

Because only a small proportion of investors filed complaints, the police were unable to determine the total level of funds invested. The reports from the FIU, however, provided an indication of the scale of the fraud. Of the funds invested - at least US$ 8,500,000 - there was not much left in the main bank accounts due Leo’s tactic of withdrawing monies in cash. Gold’s bankruptcy trustee, however, seized all assets available, including an account in another European country. The district court sentenced Leo to four years in prison and the - admittedly limited - assets seized have been divided between the creditors. Presumably, Leo still has significant amounts of money hidden awaiting his release.

CASE 15

A newly appointed credit manager at a car loan company was concerned about one of his customers, Ray. Ray had recently bought a luxury sports car worth about US$ 55,000. He obtained a five-year loan for US$ 40,000 through the credit company, and had paid the balance in cash.

The credit manager undertook some checks against historical records and discovered that Ray had had several loans over the previous six years; all for the same amount of money and all with a large proportion of cash as a deposit. More significantly, in a number of the cases the loans had been repaid early in cash. The credit manager decided to report his concern to the senior management of the loan company. After assessing the facts, the management decided to disclose the case to the national FIU.

The FIU searched the disclosure against their databases, and very quickly linked Ray to a long established criminal organization. The FIU forwarded the disclosure to an operational team in the police force, which was already targeting the organization. The team obtained a court order to examine all relevant records at the loan company. It became clear that Ray was selling the newly bought cars on to private buyers and small garages, and obtaining cheques from these new owners. Further investigation revealed a single bank account into which all cheques gained from the sale of the car were paid.

It appeared that Ray was working at the criminal organization’s laundering division. Ray was entering cash from the sale of drugs into the banking system by means of the initial cash deposit to the car loan firm, as well as clearing the loan with a second cash sum.

The cheques from customers and small businesses, to who Ray sold the cars, would appear to any bank employee examining the account to be legitimate sources of income. The loss made on both the loan and the drop in resale value the criminal organization simply saw as a cost to be borne in exchange for cleaned funds that would attract no law enforcement attention.

Because of the identification of the bank account, an accurate assessment of the criminally laundered funds could be made. The financial information collected allowed the financial investigators on the operational team to produce a more accurate benefit of crime statement.

An additional US$ 300,000 was confiscated as a result of the information generated by the initial disclosure.

CASE 16

A group of several Eastern European companies owned accounts at several different banks within the country. The business sectors in which the companies operated varied widely, but the one thing these companies had in common was the movement of their funds. The companies’ representatives deposited large amounts of cash, averaging sums of US$ 40,000 to US$ 60,000 on a frequent basis. Immediately after depositing the money, the representatives always ordered transfer of the funds abroad to a number of different accounts belonging to other companies overseas. The explanations given for the transfers by all companies were that the deposits were for advance payment for commodity imports, and banking staff had been shown invoices and foreign trade documents to support this explanation.

Some bank officials had their suspicions about the authenticity and validity of the submitted documents. They wondered whether the deposited money really originated from commercial activities. The companies almost never submitted bills of entry or original invoices that could certify real commodity imports. Within a short time of each other, several banks decided to make suspicious transaction reports to the national FIU.

By analyzing the companies and individuals involved in the cash deposits the FIU identified that the disclosures were linked. The FIU was able to check tax and customs registers to ascertain that the companies were fictitious, insofar as they did not have any identifiable level of business activity, customs’ registration or commodity import transactions.

The foreign trade documents submitted at the different banks as supporting documentation proved to be false. The FIU then submitted an intelligence request to FIUs in other countries, trying to get some information on the beneficiaries of the money sent abroad. Most of the beneficiaries - both companies and individuals - turned out to be either untraceable or wholly non-existent. A few were companies with connections to individuals known to be involved in crime, whilst others were registered in offshore jurisdictions, making identification of owners highly difficult. The FIU collated and analyzed the intelligence received before providing an intelligence package to the corresponding law enforcement authorities for active investigation.

Investigations quickly revealed that the American dollars originated from an organized network of companies, which were smuggling high value goods into the country.

Transferring funds offshore through cash deposits into the various banking institutions enabled the controllers to avoid significant amounts of taxes. As a result of the investigation, six individuals were arrested and the courts seized more than US$ 500,000.

CASE 17

Steven, a citizen of an Asian country, made a living by smuggling heroin from his home country to his clients in a pacific nation. His customers paid for the heroin by transferring money to the accounts of Steven’s accomplices, who include his wife Suzy, his sister Annabella and several other acquaintances. Steven used this money to fund new shipments of the heroin as well as to support a luxurious lifestyle. The profits of the deals were shared amongst Steven and his co-conspirators.

In order to conceal the stream of money from the Pacific country to the Asian country, the customers split US$ 6,000,000 into two different currencies spread between personal account of Steven and his nine accomplices. Initially the Pacific customers remitted the money frequently, and for amounts just under the mandatory reporting threshold in place in the Pacific nation of approximately US$ 6,000.

To any experienced financial analyst, the ‘smurfing’ activity would have been obvious in the first twenty remittances to Steven’s accounts. On receipt of a remittance, Steven usually withdrew all of the funds in cash or transferred them to another account with the same institution. After transferring the funds to another account, the account holder, usually Steven himself dispersed the funds immediately by cash, cheque or cashier order. Following each transaction there was usually a period of inactivity on the account. Other than the remittances from the pacific country, there was no other activity on the accounts concerned.

In order to receive the remittances, Steven and his accomplices had opened a wide range of accounts. Individuals who were not residents of the Asian country opened a number of the accounts. The individuals who opened such accounts tended to use false identity documents to further confuse the laundering activity. Other individuals were given control of the accounts opened in this way. The amounts of money received on these accounts were far greater than seen in other accounts held by these individuals. Steven, for instance, claimed to be a mechanic and Suzy said that she was a housewife. The other accomplices claimed to have jobs such as drivers, casual workers, interior decorators and account clerks. The amount of money moving through the accounts was clearly not commensurate with their declared employments.

Finally, because the bank officials thought that the amount of money going through the accounts of Steven, Suzy and Annabella were extraordinarily high in comparison to their known employment, they reported three disclosures to the national FIU. Based upon the reports, law enforcement units undertook investigations and managed to gather a great deal of evidence against the three family members. Steven was convicted of conspiracy to traffic in dangerous drugs and money laundering. Steven’s wife, Suzy, and his sister, Annabella, were both convicted of assisting Steven to launder the proceeds of the drug trafficking. Furthermore, in the pacific country, the police arrested the receivers of the heroin shipments following intelligence generated by the arrests in the Asian nation.

CASE 18

Ann and Louise - two sisters, who lived in a Western European country - daydreamed about big money, fast cars and long holidays. They discussed the possibilities of accomplishing their dreams, but always came up against two problems: they were not the most talented of individuals and, more importantly, they were allergic to hard work. Therefore, Louise, the eldest sister, began to consider the possibility of illegal activities. It didn’t take long before they had decided - Ann and Louise would try to become rich by selling drugs.

Soon they had made all the necessary contacts and business was going well. The sisters were making a lot of money. They both opened accounts at two different offices of a national bank - thinking that that way they could avoid being noticed by the authorities. However, their assessment of their own intelligence was surprisingly accurate - they had failed to understand the anti-money laundering regulations designed to detect such activities.

The bank detected large cash deposits into both accounts amounting to more than US$ 1,000,000. Each and every time the sisters made a deposit, they immediately transferred the money or asked the bank to issue bank cheques. The beneficiaries included a number of individuals and companies in New World countries. Due to regulations the sisters had to fill in forms stating the purpose of sending their money out of the country. At first Ann and Louise declared that they imported textile products and were sending funds to cover purchase costs in the originating nations. In later transfers the cover story had changed to importation of fish and other foodstuffs. Documentation passed to the bank to support the cover stories was unconvincing and appeared possibly counterfeit. The bank was not really convinced about the probity of the sisters’ business and disclosed their transactions to the national FIU.

The FIU started to investigate the sisters’ conduct. Although Ann and Louise had claimed that they traded in textile and fish products, their names did not exist in the chamber of commerce database or any other commercial databases linked to these business sectors.

It seemed highly likely to the FIU that no such importations were in fact done. Then the FIU received information from a police unit that Louise had been seen in the company of individuals known to be involved in drugs trafficking. The final nail in the coffin for the sisters laundering attempt is the fact that the sisters were arrested at the border of an American country carrying 25 kilograms of cocaine. Able to make a rapid decision in the face of such overwhelming evidence, the FIU sent the transaction details and its final analysis to the judicial anti drug authorities, which in turn passed the case to court.

Ann and Louise were sentenced to seven and ten years imprisonment respectively. A recent appeal was dismissed, with the Supreme Court confirming the sentence as justified due to indications of repetitive money laundering activity and interrelated drugs trafficking offences.

CASE 19

Andreas had a bank account at a bank in Southern Europe. Twice in rapid succession he received a large amount of funds into the account by transfers from bank accounts in both a central European and an overseas jurisdiction. The large sums of money Andreas received were disproportionate to his general economic activities. Andreas had a small restaurant in a tourist centre at the coast, but no other known sources of income. Once the money had arrived, Andreas transferred the money immediately to another account at the same bank in the name of a hotel company called ‘Sunny Shore’. Because the bank officials viewed this activity as unusual they decided to report the transactions to the national FIU.
Investigations by the FIU revealed that, in addition to Andreas, six other individuals had received large amounts of money at around the same time, which they had also transferred immediately to the ‘Sunny Shore’ account. Interestingly, sometimes they had done this via another transfer through third party accounts. All transfers initially came from accounts in the central European or overseas jurisdiction.

To discover the identity of the sender of the money, the FIU sent a request for information to the bank in central Europe. Unfortunately, because of legislative problems in that country, it was not possible for the national FIU to gain access to that information. In the overseas jurisdiction, investigators were more fortunate. They found out that the money transferred to the individuals in Southern Europe was first transferred from an account in the central European country to an account in the overseas country. It seemed increasingly likely to the investigators that someone was trying to hide the origin of the money destined for the ‘Sunny Shore’ account. In the course of the investigation the FIU also discovered that the major shareholder and manager of ‘Sunny Shore’, Terrence, was a citizen of an Eastern European country who had used at least four false names in his banking activities. Terrence appeared to be a prominent member of a large criminal organization. He was a professional killer, against whom criminal proceedings had already been initiated in his home country for homicides, thefts and weapons dealing.

As a result of the investigation of the FIU, the money found in the account of the reporting institution was connected with the criminal activity of Terrence. Consequently the bank accounts of Andreas and the six other individuals, as well as Terrence’s account were frozen and property and assets were confiscated. In total hundreds of thousands of dollars worth of criminal funds were recovered.

CASE 20 

David was the owner of an exchange office in an Eastern European country, and a frequent customer of the local bank. Every time he deposited cash into the company account, he told the bank employee that the money originated from customers repaying short-term loans back to the business. Because of the high level of cash deposits - over US$ 65,000 – made in a short period, the bank employee became suspicious. After examining the account activities of similar types of business in the locality to determine whether the amounts were typical for a currency exchange firm, the bank informed the national FIU.

By checking the company details against law enforcement databases, the FIU discovered that the exchange office was not registered for taxes, which were estimated to be some US$ 400,000 per annum on the information available. The exchange office had also fictitiously ordered services from foreign companies situated in a neighboring country providing consultation, marketing and engineering services. The invoices were properly drawn up but the services were never actually delivered. Based on these fictitious contracts, the exchange office had transferred funds to the neighboring country. The FIU forwarded the disclosure and associated financial analysis to the public prosecutor’s office, highlighting a suspicion of tax evasion and fraudulent activities.

The financial police ascertained the amount of taxes the exchange office should have paid, and applied to have all funds frozen prior to confiscation. But David had already transferred almost all company funds to the neighboring country and filed a request for bankruptcy in the first country. The financial police asked the FIU to trace the money. The FIU sent a n intelligence request to the FIU in the neighboring country. It not only became clear where the money was, but also that David owned all the foreign companies that had been submitting the fictitious invoices. One of these companies had received the bulk of the money transferred into the country. David had taken out half of the amount in cash, and transferred the other half back to accounts in the first country. He had believed that by using cash, the chances of the authorities tracing the funds back to the source activity were minimized.

At the time of reporting prosecutors in both countries were arranging for David’s prosecution for a range of offences including fraud, tax evasion, counterfeit documents, abuse of office and authority, and breach of bankruptcy regulations.

CASE 21

Jane, a Western-European citizen, was the head of an organization that had laundered money originating from a number of cocaine trafficking operations. The organization consisted of her two brothers and five financial professionals. Because of Jane’s international reputation amongst the criminal community, an American criminal organization, linked to cocaine trafficking, approached her to launder its drug profits.

The American organization sent the profits in cash amounts of between US$ 50,000 and US$ 450,000 to Jane by couriers. Jane received further instructions via the accountant of the American organization, requesting that the money had to be transported to a specific destination country. Once Jane was informed of the required destination, the rest of the laundering route was up to her. One of her associates carried the funds to the Custom’s office on the border between Jane’s country and a neighboring country. An employee of a bank office near the border - a minor member of the laundering gang - helped him to fill in the form that was required for declaring money being brought into the country. This declaration form was obligatory; and non-compliance would have given the authorities the right to confiscate any undeclared funds discovered. All completed forms were registered at the neighboring county’s national FIU. Because the bank office employee was a well-known financial professional, the declaration raised no suspicious at either Customs or the national FIU. The completion of the form also gave the associate official documentation proving legal ownership of the funds.

Once within the neighboring country the associate deposited the funds into a nonresidential account at the employee’s bank, using the border declaration form as supporting documentation. Immediately after depositing the money, the figurehead ordered the bank to transfer it to accounts in a South American country, following the initial orders given by the American criminal organization. The associate then returned home, bringing back a copy of the transactions to Jane, who faxed the information together with the applicable exchange rate, bank charges, and the laundering commission of 10 percent, to the American organization’s accountant. Five separate associates undertook the same laundering route, in attempt to avoid suspicious by lessening the amount of cash involved in any single transaction.

However, the bank in the neighboring country became suspicious of the number of cash deposits in non-residential accounts with linked rapid fund transfers, and disclosed the transactions to the national FIU. From examination of the supporting documentation (the declaration forms) the bank also discovered that one of its employees was involved in every transaction. The information disclosed by the bank showed the FIU the overseas beneficiaries. Analysis of the account details overseas revealed to the FIU that some of them had appeared as beneficiaries in two previous police investigations into cocaine trafficking. Further investigation revealed that the overseas beneficiaries were a group of at least fifty-five different individuals and companies. The FIU composed a briefing report on the suspected laundering operation, and passed all information on to the police for action.

Due to the high quality analysis by the FIU, which demonstrated the strong likelihood of the laundering of drugs-proceeds, the police initiated an investigation. They rapidly amassed a complete picture of the cocaine trafficking organization. The beneficiaries of the overseas accounts were suspected of being specifically recruited by this organization to continue the layering process, in an attempt to make it more difficult to trace the real origin of the funds.

In spring 1999, several members of the cocaine organization were arrested. At that moment the cash deliveries from that organization to Jane ceased, but she had already found a new source of income - because of her existing contacts with criminals involved in cocaine trafficking, she had moved to new activities of direct involvement with drugs trafficking and currency forging operations. The trails from the America group back to Jane seemed to have gone cold for investigators, and Jane felt secure.

A criminal group had presented her with a method to forge high value US$ bills. The group delivered the negatives and chemical products to Jane in a high-class hotel. However, the police located Jane before she could develop from her new toy. All the people gathered in the hotel-room were arrested. Because of this police intervention, greedy Jane didn’t get swindled, which was the real intention of the group. The bank notes production method resulted to be a complete fraud scheme. The photographic paper was a simple black paper, and the developing substance was a mixture of alcohol, ammonia and acids.

However, the local police had been investigating a criminal group that had used Jane for an earlier laundering operation, and in a series of raids were able to arrest nine people and confiscated two handguns and US$ 28,000. More importantly, searches of Jane’s property revealed a range of documents that proved to be very important in determining the amount of money the organization had laundered over the years: US$ 14,700,000.
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